CHAPTER 4

CRYPTOSECURITY

Upon completing this chapter, you should be able to do the following:

e |dentify the procedures, methods, and steps for the destruction of Secret and

below material.

e |dentify the procedures used for the verification of destruction records of

Secret and below material.

e |dentify the procedures for receipt, inspection, inventory, control,
destruction, and verification of destruction of SPECAT or Top Secret and

above material.

e |dentify the procedures for receipt, inspection, inventory, control,
destruction, and verification of destruction of COMSEC material.

e |dentify the procedures used when submitting required CMS reports to the

CMS custodian.

In this chapter we will address both general
classified material and COMSEC materia that deals
with cryptosecurity in broad terms. The COMSEC
portion is written from the perspective of the local
holder’s, local holder alternate’s, and user’s
responsibilities.

As a Radioman, you will be required to handle
many different types of material. You must know the
correct procedures for receiving, inventorying,
destroying, and providing all required documentation
for this material.

General classified material usually is considered
classified messages, publications, and instructions.
COMSEC materia is material used to protect U.S.
Government transmission, communications, and the
processing of classified and sensitive unclassified
information. This is related to national security
protection from unauthorized persons and material
allowing for the authenticity of all such
communications.

The protection of vital and sensitive information
moving over government communications systems is
crucial to the effective conduct of the government and
specifically to the planning and execution of military
operations. For amplifying information on the handling
of classified material, consult Information and

Personnel Security Program Regulations
(OPNAVINST 5510. 1). For COMSEC material, refer
to Communications Security Material System (CMS)
Policy and Procedures Manual, CMS 1.

SECRET AND BELOW MATERIAL
DESTRUCTION

Classified material that is no longer required should
not be allowed to accumulate. Superseded and obsolete
classified materials that have served their purpose
should be destroyed in accordance with CMS 1 and
local requirements.

The following information is presented not with the
intent to give complete instructions or requirements; but
rather as an overview of basic methods.

METHODS OF DESTRUCTION

Routine destruction of Secret and below material
may be accomplished by burning, pulping, pulverizing,
or shredding. Every command has a locally produced
destruction SOP; this SOP will detail the specific
requirements for your duty station.



DESTRUCTION

Secret material will be destroyed following the two-
person rule without a record of destruction. If only one
person destroys Secret material, arecord of destruction
must be made.

When destroying Confidential material, personnel
must have a clearance level equal to or greater than the
material. No record of destruction is required.

The commanding officer may impose additional
controls at his or her discretion.

COMPLETE DESTRUCTION REPORTS

Destruction reports will be made in accordance
with OPNAVINST 5510.1 and local instructions.

VERIFY DESTRUCTION RECORDS

To verify destruction records, the senior person will
ensure that the material has been completely destroyed
and only residue remains. All blanks are filled in
correctly on the destruction report (if one is required),
and it is turned into the proper authority.

SPECAT OR TOP SECRET AND ABOVE
MATERIALS

Classified material that is of a more sensitive nature
requires more “eyes-on” and “paper-trail” procedures.
These materials must be provided control and
accounting that relates to their assigned classification.
This will limit the dissemination, reproduction, and
viewing by personnel who, in the course of their duties,
reguire access.

RECEIVE

SPECAT or Top Secret will normally be handled at
the E-6 and above level. If receipt of this materia is a
recurring event at the command, follow the guidelines
in OPNAVINST 5510.1, and local instructions.

INSPECT

Upon receipt of SPECAT, TOP Secret, or above
material, ensure that all receipts and material are
identified and verified prior to acceptance of the
material.

INVENTORY

Material will be logged in the Top Secret log and
placed in the appropriate safe.

CONTROL

Access to SPECAT, Top Secret, or above material
will be closely guarded on a need-to-know basis. All
material must be accounted for by signature.

DESTROY

Top Secret material will be destroyed by two
witnessing officials. Those performing the destruction
must have a clearance level equal to or greater than the
material being destroyed.

Destruction of SPECAT and Top Secret and above
material was covered in depth in module 1.

VERIFY DESTRUCTION

For information and procedures relating to
verifying the destruction of SPECAT and Top Secretor
above material, refer to OPNAVINST 5510.1 and local
instructions.

COMSEC MATERLAL

Communications security (COMSEC) is a
framework that allows the NAVY a unique distribution
system that takes into account strict accountability and
control procedures. The requirements for this system
are exacting to ensure proper use of the cryptosystems
inall areas.

RECEIVE

To receive material into local custody is to accept
the responsibility for the proper handling, safeguarding,
accounting, and disposition of COMSEC material
issued by the custodian and user personnel. Every
person who receives COMSEC material must complete
a CM S Responsihility Acknowledgement Form, which
is located in Annex K of CMS 1. This signed form must
be on file with the CM S Custodian.

INSPECT

Local holders (LHs) will inspect the material that is
issued for their use. They should verify that all material
listed on the SF-153 is physically accounted for, check
that al short titles and accounting numbers match, and



have any questions for use or storage answered prior to
acceptance of the material.

INVENTORY

LH custodians must main a local custody file
containing effective signed local custody documents.
These will list all material in their possession. A watch
station must maintain a watch-to-watch inventory that
lists all COMSEC material held. This material isto be
listed by short title, edition, accounting numbers, and
quantity.

CONTROL

Watch-to-watch inventory is used to maintain
control of effective material and material to be used in
the future. Effective and supersession dates for all
COMSEC material (less equipment and related
components and devices) that the watch holds must
have clearly marked dates in accordance with Article
760 of CMS 1.

DESTROY

Destruction of superseded material must be
accurately documented and conducted within the
required time frame. Article 790 of CMS 1 contains
destruction procedures, and chapter 5 delineates
personnel, methods, and time periods for destroying
COMSEC material.
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VERIFY DESTRUCTION

Refer to CMS 1 and local instructions for
procedures to verify destruction of all COMSEC
materials.

REQUIRED CMS REPORTS
SUBMITTED TO CMS
CUSTODIAN

CMS reports to the CMS Custodian normally
include destruction reports and SF-153's that contain
material that is to be returned to the CM'S Custodian.

Further information on reports that the CMS
Custodian may require are found in detail in CMS 1 and
its various annexes.

SUMMARY

Security precautions will protect the integrity of the
systems that are in place as long as you, as the radioman,
understand and carry out the correct methods for
handling, inventorying and destruction of required
classified or COMSEC material. Security
considerations presented in this chapter will not
guarantee protection, nor do that try to cover all
required areas. You will have to research and
familiarize yourself with all requirements at the
command or area that you are working in.
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GLOSSARY

A

AUTHENTICATION— A security measure designed
to protect a communications or command system
against fraudulent transmissions or simulation.

AUTOMATIC DIGITAL NETWORK
(AUTODIN)— A worldwide automatic

communications system that provides automatic
data service.

B

BEADWINDOW— A term describing a real-time
procedure used to alert circuit operators that an
unauthorized disclosure has occurred.

Cc

CARRIER— the unmodulated signal originally
produced in the oscillator section of atransmitter.

CONFIDENTIAL— Information the unauthorized
disclosure of which could reasonably be expected
to cause damage to the national security.

CRYPTOSYSTEM— Information encompassing all
the associated items of cryptomaterial that are used
together to provide a single means of encryption or
decryption.

D

DEFENSE SWITCHED NETWORK (DSN)— A
nonsecure telecommunications telephone
interconnected network among military and other
government installations (formerly AUTOVON).

DIRECTED NET— A net in which member stations
must obtain permission from the net control station
(NECQOS) prior to communicating with other
stations on the net.

E

EMISSION CONTROL (EMCON)— Genera or
specific restrictions placed on electromagnetic
radiations for a particular area or areas.

Al-1

F

FREE NET— A communications net of which member
stations need not obtain permission of the net
control station (NECOS) to transmit.

G

GATEGUARD— A security subsystem that allows
commands to interface directly with the AUTODIN
system as part of the NSTA program.

L

LOCAL HOLDER— A command or activity whose
COMSEC material needs are met by drawing the
material from asingle CMS account.

M

MANUAL RELAY CENTER MODERNIZATION
PROGRAM (MARCEMP)— An automation
support system for all aspects of HF message relay
operation in the Fleet Center.

P

PROSI GNS— Letters, or combinations of |etters, that
convey frequently sent orders or instructions in a
simple, standard format.

PROWORDS— The phonetic equivalent of prosigns.
S

SECRET— Information the unauthorized disclosure of
which could reasonably be expected to cause
serious damage to the national security.

SECURE TELEPHONE UNIT THIRD
GENERATION (STU-I11)— Desktop phone unit
that provides users with both clear and secure voice
and data transmissions.

SEED KEY— Special keying material used for the
initial electronic set-up of the STU-III terminal.

SERVICE MESSAGE— A short, concise message
between communication personnel requiring
prompt attention.
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GLOSSARY OF ACRONYMS AND
ABBREVIATIONS

A

AGT— AUTODIN Gateway Terminal
AlG— Address indicating groups

AlS— Automated Information System
AlT— AUTODIN Interface Terminal
ASC— AUTODIN Switching Center
AST— AUTODIN Subscriber Terminal
AUTODIN— Automatic Digital Network
AUTOVON— Automatic Voice Network

B

BlU— BUS interface unit

C

C2— Command and control
CAl— Communication Action ldentifier
CDPS— Communication Data Processing System

CIC— Combat Information Center; Content Indicator
Code

CIK— Crypto-ignition key

CIN— Component identification number

CM S— Communications Security Material System
COM SEC— Communications security

COMNAVCOMTELCOM— Commander, Naval
Computer and Telecommunications Command

CUDIXS— Common User Digital Information
Exchange System

CSN— Channel service number

D

DCS— Defense Communications System
DSN— Defense Switched Network
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E

EDPE— Electronic data processing equipments
EEFI— Essential Elements of Friendly Information
EM CON— Emission control

EOM— End of message

EW C— Electronic warfare coordinator

F

FIFO— First-in-first-out

FLTSATCOM— Fleet Satellite Communications
G

GD— Guard device

GMT— Greenwich mean time

H

HARPS— Hybrid AUTODIN Red Patch Service

HERO— Hazards of Electromagnetic Radiation to
Ordnance

I
[/O— Input and output

K

KMC— Key Management Center

L

LDMX— Local Digital Message Exchange
LH— Local Holder

M

MAN— Message accountability number

MARCEMP— Manual Relay Center Modernization
Program

ML PP— Multilevel precedence and preemption



M SL— Master Station Log
MS/IDOS— Microsoft® Disk Operating System
MTTS— Magnetic tape terminal station

N

NAVCOMPARS— Naval Communications
Processing and Routing System

NAVMACS— Naval Modular Automated
Communications System

NCS— Net Control Station

NECOS— Net Control Station

NST— Navy Standard Teleprinter

NSTA— Navy Standard Teleprinter Ashore
NTC— Naval Telecommunications Center

)

OAS— Office automation system
OPDEC— Operational deception
OPSEC— Operational security
OTAR— Over-the-air Rekey
OTAT— Over-the-air Transfer

P

PCMT— Personal Computer Message Terminal
PLA— Plain language address

All-2

R

RAM— Random-access memory
RlI— Routing indicator
RIXT— Remote Information Exchange Terminals

R/T— Radiotelephone

S

SID— Subscriber identification
SOPA— Senior officer present afloat

SSIXS— Submarine Satellite Information Exchange
Subsystem

SSN— Station serial number
STU-II1— Secure Telephone Unit Third Generation
SUSDUPE— Suspected duplicate

T

TCC— Telecommunications Center

\Y

(V)— Version (e.g., (V)5...fifth version)
VDT— Video display terminal
W

WWMCCS— Worldwide Military Command and
Control System
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Joint Voice Call Sgn Book, JANAP 119, Joint Chiefs of Staff, Washington, D.C.,
January 1984.

Radiotelephone Procedure, ACP 125(E), Joint Chiefs of Staff, Washington, D.C.,
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A
AGT[1-4
AlS,[1-4
AIT[14
ASC[1H
ASCII Code[1-6
Authentication,[1-20
background,[1-20
AUTODIN[I1-2[1-4
Automatic Switching Center,[1-5
background,[1-5
general teleprinter rules,[1-9
interfaces,[1-5
magnetic tape messages, [1-11]
message accountability,[1-12
message formats, [1-11]
message header,[1-7]
message header programming,[1-6
message |lengths,[1-9
misrouted and missent messages,
operating precautions,
operating rules,
operational modes,[1-5
routing indicators,[1-6]
security,
suspected duplicates,[1-10
tape messages,[1-6
tape reel accountability,[1-12

transmission identification,[1-6

B

BEADWINDOW/[2-8
BlUs[1-2

INDEX

C

Circuit procedures,[2-1

decimals, dates, and abbreviations,[2-4]
discipline,[2-1

operating signals,[2-8

phonetic alphabet[2-3

phonetic numerals[2-4

prowords,[2-5

punctuation,[2-4

techniques[2-2]

Circuit setup/restorations,[1-22

activate[1-22

analyze networks|[1-22
background[1-22
communications circuits[1-22
deactivate[1-22
OTAT/OTAR[1:22
protocols[1-22]

shift frequencies[1-22
standby,[1-22]

Code and Cipher messages,[1-20|

uses[1-20

Command guard lists,[1-21]

Common User Digital Information Exchange System

(CUDIXS)[1-15
message accountability, [1-16
subscribers, [1-15
subscriber net cycle,[1-15
system interfaces,[1-16]
system performance,[1-16

Communications Center administration,[1-20

INDEX-1

circuit backlogs[1-20
command guard lists,[1-21]
communications plan (COMPLAN)[1-21



Communications Center administration—Continued

daily call signs,[1-21]
master station log,[1-21]

Communications Data Processing System (CDPS),

[1-16

background,[1-16]

equipments,[1-16)
Communications Plan (COMPLAN),[1-21]
COMNAVCOMTELCOM [1-3
COMSEC Material [4-2]

control

destruction[4-3

inspect[4-2

inventory,

receive[4-2

reports[4-3

verification,
Cryptosecurity, [4-1]

background, [4-1

material destruction, [4-1]

D
Defense Communications Agency (DCA),[1-5
Defense Communications System (DCS),[1-5
Defense Switched Network (DSN),[1-19
background,
precedence of calls,[1-19
security, [1-19

E

Electronic data processing equipments (EDPEs), [I-17]

Emission control,[3-1]
authority to impose[3-2
background, [3-1
conditions,[3-]
criteria,

HERO[31]

Emission control—Continued
notification, [3-2|
objectives[3-1

Enemy Contact Reporting,[1-19
background,[1-19
types[1-20

F

Fleet Communications Systems,[1-14]
Common User Digital Information Exchange

System (CUDIXS),[T-15

Communication Data Processing System (CDPS),

Defense Switched Network (DSN),[1-19

Naval Modular Automated Communications
System (NAVMACS),[1-14

Secure Telephone Unit Third Generation (STU-
1),

Submarine satellite Information Exchange
Subsystem (SSIXS),[1-16

Fleet Satellite Communications (FLTSATCOM),[1-15
G

GateGuard,[1-4
AGT[1-4
AIS[14
elements,[1-4
guard device (GD),[1-4
interfaces,[1-41
operation,[1-4
requirements,[1-4
TCC processing,[1-4

H

HERO[3-2
actuation,[3-2
aternate methods[3-3
background,
criteria[3-2

INDEX-2



HERO—Continued
electrical [3-3
non-electronic relay systems[3-3
Hybrid AUTODIN Red Patch Service (HARPS),

ITA #2 Code[T-6
L
LDMX[1-13

flexibility,

high-speed processing,[1-13

secure communications[1-13

statistical and management reports,
system reliability, [1-13

M

Magnetic Tape Terminal Stations (MTTSs), [1-11]
MARCEMP,
background,[1-3
interfaces,
requirements,[1-3
Master Station Log (MSL),[1-21]
Material destruction,[4-]]
control
destruction,[4-2]
inspection,[4-2
inventory,
methods,
receive[4-2
reports[4-2
verification[4-2]

N

NAVCOMPARS[T-2[1-13
background,[1-13
Sservices,

NAVMACS|[1-14

Net control station (NCS),[1-15
Nets, radiotelephone[2-15
acknowledgement of messages[2-20
break-in procedures[2-20
canceling messages,[2-19
communications conditions[2-18
corrections,
directed,[2-15
emergency silence,[2-21]
establishing communications,[2-16
free[2-15
opening the net,[2-16
receipt of messages[2-20
repetitions[2-19
responsibilities,
sequence of call signs[2-17
signal strength and readability, [2-17]
verification of messages[2-20
NSTA,

O
OAS[1-4
Operating signals,[2-8

P
PCMT,[1-2
message accountability, [1-2
recall processes[1-2
requirements,[1-2
Phonetic alphabet[2-3
Phonetic numerals,[2-4]
Plain Language Addresses (PLAS),[1-4
Prowords[2-5

Q
Quality Control,
AN/SSQ-88/A/B system,[1-21]

INDEX-3



R

Radiotelephone call signs,[2-14]
background, P-141
call signs, ACP 113, p-14
cal signs, harbor circuits,
call signs, JANAP 119[2-14
references, [2-14]
Radiotelephone circuits, [2-15]
administrative, P-151
logs,[2-23]
nets, [2-15]
operation, [2-15I
tactical, P-151

Radiotelephone executive methods, [2-21]

delayed executive, [2-21]
immediate executive, 2-22]

Radiotel ephone message format,[2-10
format lines, P-12]

Radiotel ephone security, 2-8]
background, P-8]
BEADWINDOW procedures,[2-8]
code words, [2-9]

Radiotelephone voice procedures, [2-9]
background,
elements| 2-9
operator responsibilities[ 2-9

Relay systems,[3-3
AUTOCAT,[3-3]

BEANBAG, [3-3]
MIDDLEMAN,[3-3]

Relay systems—Continued
PIGEON POST[3-3

SATCAT/[3-3]
Remote Information Exchange Terminals (RIXTS),

[1-13]
Routing indicators (RIs), 1-4)[1-6]

S
Secure Telephone Unit Third Generation (STU-III),
[-17]
administration/management [1-18]
background,[1-17
key use,[1-18
secure mode, [=18]
terminal setup,[1-17]

Submarine Satellite Information Exchange Subsystem
(SSIXS)[1-16

background,[1-17
uses,[1-17]
Suspected Duplicate (SUSDUPE),

T
TCC[1-4

\Y

V oice communications/2-1]
background, [2-1)
circuit procedures,

W

Worldwide Military Command and Control System
(WWMCCS),[1-13

INDEX-4









RADI OVAN TRAI NI NG SERI ES

MODULE 5 - COVMUNI CATI ONS CENTER OPERATI ONS
NAVEDTRA 12849
Prepared by the Naval Education and Training Professional Devel opnent
and Technology Center (NETPDTC), Pensacola, Florida
Congratulations! By enrolling in this course, you have denonstrated
a desire to inmprove yourself and the Navy. Renenber, however, this
self-study course is only one part of the total Navy training
program Practi cal experience, schools, selected reading, and vyour
desire to succeed are also necessary to successfully round out a
fully neaningful training program You have taken an inportant step
in self-inprovenent. Keep up the good work.
HOW TO COWPLETE THI S COURSE information from others on problenms
SUCCESSFULLY that may arise in the course.
) ) However , the answers nust be the
ERRATA: If an errata cones with this resul t of your own work and
course, neke all indicated changes or decisions. You are prohibited from
corrections before you start any referring to or copying the answers
assignnment. Do not <change or correct of others and from giving answers to
the associated text or assignnents in anyone else taking the same course.
any other way. Failure to follow these rules can
result in suspension from the course
TEXTBOOK ASSI GNMENTS: The text and disciplinary action.
pages that you are to study are
listed at the beginning of each ANSWER SHEETS: You must use answer
assignment . Study these pages sheets designed for this course
carefully before attenpting to answer (NETPMBA Form 1430/5, Stock Ordering
the questions in the course. Pay Number 0502-LP-216-0100). Use the
close attention to tables and answer sheets provided by Educational
illustrations because they contain Services Officer (ESO, or you nmay
information that will help you reproduce the one in the back of this
under st and the text. Read the course bookl et.
| earning objectives provided at the
begi nning of each chapter or topic in SUBM TTI NG COVPLETED ANSWER SHEETS:
the text and/or preceding each set of As a mnimm you should conplete at
guestions in the course. Lear ni ng | ease one assignment per mont h.
objectives state what you should be Failure to nmeet this requirenent
able to do after studying the could result in disenrollment from
mat eri al . Answeri ng the uest i ons the course. As you conplete each
correctly helps you acconplish the 445jgnment, submit the conpleted
obj ect i ves. answer sheet to your ESO for grading.
You nay submit nore than one answer
SELECTI NG YOUR ANSWERS: After sheet at a tine.
studying the associated text, you
should be ready to answer the Grading: Your ESO wll grade each
guestions in the assignnment. Read answer sheet and notify you of any
each question carefully, then select incorrect answers. The passing score
the BEST answer. Be sure to select for each assignment is 3.2. If you
your answer from the subject nmatter receive less than 3.2 on any
in the text. You my refer freely assignnment, your ESO wll list the
to the text and seek advice and questions you answered incorrectly

NRTC i



and give you an answer sheet narked
“RESUBMI T. " You must redo the

assignment and conplete the RESUBM T
answer sheet. The nmaximum score you
can receive for a resubmitted
assignment is 3.2.

COURSE COMPLETI ON: After you have
submitted all the answer sheets and
have earned at least 3.2 on each
assignnment, your conmand should give
you credit for this course by naking
the appropriate entry in your service
record.

NAVAL RESERVE RETIREMENT CREDIT: |f

you are a nmenber of the Naval
Reserve, you wll receive retirenent

points if you are authorized to
receive them under current directives

governing retirenent of Naval Reserve
personnel . For Naval Reserve

retirenent, this course is evaluated
at 3 points. (Refer to BUPERSINST
1001.39 for nmore information about
retirenent poi nts.)

STUDENT QUESTI ONS: If you have

guestions concerning t he
admi ni stration of t his course,
consult your ESO. If you have

guestions on course content, you may
contact NETPDTC at:

DSN.  922-1501
Commercial: (904) 452-1501

FAX: 922-1819

| NTERNET:
n311. products@nt p. cnet.navy. m |

COURSE OBJECTI VES: In conpleting
this nonresident training course, you
will denmpobnstrate a know edge of the

subject matter by correctly answering
guestions on the followi ng subjects:

Center Operations. Voice

Communi cations, Em ssion Control, and
Cryptosecurity.
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Naval courses may include several types of questions--multiple-choice, true-false, matching, etc. The questions are
not grouped by type but by subject matter.They are presented in the same general sequence as the textbook material
upon which they are based. This presentation is designed to preserve continuity of thought, permitting step-by-step
development of ideas. Not all courses use all of the types of questions available. You can readily identify the type of
each question, and the action required, by reviewing of the samples given below.

MULTIPLE-CHOICE QUESTIONS

Each question contains several alternative answers, one of which is the best answer to the question. Select the best
alternative, and blacken the appropriate box on the answer sheet.

SAMPLE
sl. The first U.S. Navy nuclear-powered vessel Indicate in this way on your answer sheet:
was what type of ship?
1 2 3 4
1. Carrier T F
2. Submarine s-1 O [ | O O___
3. Destroyer
4. Cruiser

TRUE-FALSE QUESTIONS

Mark each statement true or false as indicated below. If any part of the statement is false, the entire statement is
false. Make your decision, and blacken the appropriate box on the answer sheet.

SAMPLE
s2. Shock will never be serious enough to cause Indicate in this way on your answer sheet:
death.
1 2 3 4
1. True T F
2. False s2 O ] O a___

MATCHING QUESTIONS

Each set of questions consists of two columns, each listing words, phrases or sentences. Your task is to select the
item in column B which is the best match for the item in column A. Items in column B may be used once, more than
once, or not at all. Specific instructions are given with each set of questions. Select the numbers identyfing the answers
and blacken the appropriate boxes on your answer sheet.

SAMPLE

In answering questions s-3 through s-6, SELECT from column B the department where the shipboard officer in
column A functions. Responses may be used once, more than once, or not at all.

A. OFFICER B. DEPARTMENT Indicate in this way on your answer shest:

s-3. Damage Control Assistant 1. Operations Department 1 2 3 4

s-4. CIC Officer 2. Engineering Department T F

s-5. Disbursing Officer 3. Supply Department s-3 O | O o___

$-6. Communications Officer 4. Navigation Department . | O O O___
s-5 d Od | a___
s-6 I O ] O___
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Text book

ASS|I GNIVENT 1

chapter 1, pages 1-1 through

“Cent er
1-23.

Assi gnnent :

Qperations,”

1-1.

1-2.

1-3.

1-4.

The PCMI system is the
central part of what |[|arger

Navy communi cations systenf
1. NSTA

2. MARCEMP

3. | MARSAT

4. DSN

VWhat does the PCMI software
package conbine for
message- processi ng?

1. BlUs and
PC desktop
m croconmputers

2. PC- conpati bl e
m croconmputers

| BM conpati bl e

deskt op

3. Desktop m croconputers
and mainframe conputers

4. Mai nframe conputers and
HAVC super conputers

VWhat type of
nmessage- pr ocessi ng
the PCMI systenf

system is

Basi c

dBase

St ore- and- f orward
Net wor k

B~ oo -

VWhat is the mninmum anount
of RAM for the PCMI
m croprocessor to have?

1GB
2GB
760K
640K

PONE

1-5.

1-6.

1-7.

1-8.

VWhen trying to recall a
message from the hard disk
on the PCMI system you can
recall it by its MAN, CIN,
or what other factor?

DTG
TOR
CSN
TOT

Bl e

The PCMI' outputs its nmessage
traffic for the user to what
devi ce?

Hard drive
Di skette
CD - ROM

CD

M~ oo

VWhich of the follow ng
systens replaced NAVCOWARS?

NSTA
DSN
| NMARSAT
MARCEMP

B~ oo N -

What is the maxi mum nunber
of send and receive channels
that can be handled

si mul t aneously using
MARCEMP?

1. 12 send/ 24 receive
2. 24 send/ 12 send

3. 12 send/ 12 receive
4, 24 send/ 24 receive



1-9.

1-10.

1-11.

1-12.

Approxi mately what maxi num 1-13.
nunber of narrative or
operator-to-operator
nessages are processed daily
on MARCEMP?
1. 1, 500
2. 2,800
3. 3,500
4, 4,000
1-14.

What does the GateGuard
subsystem provide for the
user?
1. A path to AUTODIN
2. A secure access to the

I nt er net
3. A neans to send nessage

traffic to the 1-15.

communi cati ons center
4. A user friendly termnal

in which to communicate

with the conputer
What are the three elenents
of the GateGuard Systen?

1-16.

1. AlT, QAS, and TCC
2. AGI, @&, and AT
3. AGI, AlS, and GD
4, TCC, OAS, and GD
Besi des serving as a gateway
to AUTODIN, GateCGuard has
which of the follow ng 1-17.
functi ons?
1. Speeds processing tine
2. Renmpbves interference

from the conmunications

center
3. Allows use of all

net wor ks 1-18.
4. Serves as security guard

devi ce

VWat is
Gat eGuard
the @&@?

the path using
from the AST to

then to @D
then to the

1. AST, AGT,

2. AGI, ASR
firewall

3. AST to @D

4. AGI, AST, then to GD

VWhat does the AST provide to
the AGI?
1. Long-term storage
2. Long-term archive
st orage
3. Tenporary storage
4. Store and forward

Who nmanages the AUTODIN

systen?
1. NSA
2. CNCTC
3. DCA
4. DCS

VWat is the “backbone” of
the AUTODIN systen?

1 TCC
2. RCS
3. DCA
4 ASC
What is the total nunber of
AUTODI N operati onal nodes?

A WN P
OO

used with
operation

VWhich npde is
uni di recti onal
only?

1.

I
2. [
3. Il
4 (Y



1-19.

1-20.

1-21.

1-22.

1-23.

VWhat are two types of 1/0

coded | anguages?

1 ASCIl and Hollerith

2. ASCIl and ITA #2

3. ITA #2 and Hollerith

4 Five level tape and card
punch

Routing indicators have what

m ni nrum nunber of letters?

1. Seven

2. Si x

3. Five

4. Four

In a routing indicator what

does the third letter

identify?

1. International al liance

2. Geographical area

3. Designate relay

4. Tributary station

During transmission of a

nessage, what is the synbol

ZCZC wused for?

1. Signifies the start of
the nessage

2. Starts the routing
i ndicator series

3. The station designator

4 Geographical area for
the final processing
station

VWhat precedence of nessage

traffic wll (a) preenpt all

other traffic, and (b) what

is its position in the

message header?

1. (a) Yankee (b) 1

2. (a) Yankee (b) 3

3. (a) Imediate (b) 1

4 (a) ECP (b) 2

1-24.

1-25.

1- 26.

1-27.

In the classification
position of a nessage, the
letter “A” represents what
classification or special
handling instruction?

1. Top Secret

2. Secr et

3. SPECAT

4, Confi denti al

In positions 5 through 8, a

CAl of ZYVW tells the
operator that this is what
type of nessage?
1. EAM
2. Service
3. I nformation
4, Pass-through
At a tributary station the
TOF and TAD are used for
what reason?
1. Det erm ne
message- processing tines
2. Calculate delivery tines
only
3. Cal cul ate delivery and
source tines
4. Determ ne message
receipt tinmes
VWhat types of nessages of up
to 100 lines can be sent
w thout paging the text?
1. NAVAIR and NOTAMs
2. HYDROLANT and HYDROPAC
3. Statistical and
met eor ol ogi ca
4. Data image and tributary



1-28.

1-29.

1-30.

1-31.

When a nessage nmy have been
transnitted before, but you
are not sure, you should
forward the nessage wth
what nmarking in the header?

1. RETRANS

2. SUSDUPE

3. EDPE

4. MITS

VWen, if ever, wll a
station wusually notice that

a nessage has been missent
to the conmand?

1. Upon its arrival at the
conmmand

2. At the ASC switch

3. At the TCC

4 Never

How do you as an operator

identify a msrouted
nmessage?
1. It has one or nore

i ncorrect PLAs
2. It has no routing
i nstructi ons

3. It has no security
codi ng

4. It contains incorrect
routing instructions

In which of the follow ng

types of tapes are you NOT
permtted to have splices?

1 Hi story

2. Backup

3. Data pattern
4 Traffic

1-32.

1-33.

1- 34.

1-35.

If a nessage has nismatched
security classifications in
a singl e-address nessage,

what action wll the ASC
t ake?
1. Drop to the service

clerk at the ASC

2. Correct the msnatch

3. Reject the nessage back
to the originator only

4, Rej ect the nmessage and
alert the originating
term nal

VWhat version is considered
the nost sophisticated of
all the NAVMACS systens?

1. Vi
2.  V1i-MPD

3. V3

4. (V)5/(V)5A

For Navy use, NAVMACS is
based on which of the
following factors?

1. Security

2. Needs of the individual
shi ps or commands

3. Fleet communi cati ons
area w de requirenents

4 . Software and hardware
consi der ati ons

In the system designated
NAVMACS (V) 2-MPD, what does
MPD stand for?

1. Modi fied video displays
2. Mlitary visual
depl oynent s
3. Mul ti-facet vari abl e
di spl ays
4. Mul ti-functional digital

downl oad



1- 36.

1-37.

1-38.

1-309.

1-40.

VWhich of the NAVMACS systens
has up to four channels of
full-period termnation
send- and-receive circuits?

AWNPE
—_~— o~ —~

What system in the fleet

conmmuni cation systens
utilizes SID nunbers?

1. NAVMACS

2. CDPS

3. SSI XS

4. CUDI XS

O the many fleet

communi cati on  systens, whi ch
one provides an optiona

satellite path to
existing VLF/ LF/ HF
broadcast s?

conpl enment

CUDI XS
CDPS
NAVMACS
SSI XS

PoNE

What is the net cycle range
on a CUDI XS/ Subscriber Net

Cycl e?

1. 10 to 120 sec

2. 20 to 120 sec

3. 25 to 120 sec

4, 30 to 120 sec

What class of ships utilizes
t he CDPS?

1. DDG

2. LHA

3 FFG

4 FF

1-41.

1-42.

1-43.

1-44.

When a submarine uses SSI XS,
what (a) position nmnust be
mai ntained to
transm t/receive
satellite and (b)

to/from the
in what

tactical situation?

1. (a) Over-the-horizon
(b) deep running

2. (a) Line-of-sight

(b) mast-mounted antenna
exposed
3. (a) Surface-to-air
(b) subnerged
4. (a) Ship-to-shore
(b) long wre extended

used between
submari nes

VWhat system is
submari nes and

and shore stations?
1. CDPS

2. CUDI XS

3. NAVMACS

4, SSI XS

What organi zation has
certified the use of STUII
equi pnment up to Top Secret?

COMNAVCOMTELCOM
SPAWAR

Cl A

NSA

AwN PR

How is secure npde in the
STU-IIl wunit activated and
deacti vat ed?

1. Turning the key to the
| ocal position to place
the call and then to the
renote once the called
party has answered

2. Activated by the user

key and deactivated by

its renoval

Using a CK

By unplugging and

re-plugging the STU-III

P w



1-45.

1-46.

1-47.

1-48.

1-49.

To obtain information on the
managenent of STU- 111
termnals, you should use

what publication?

1. CMV5 6
2. Cvs 1
3. CVMs 5
4. CMs 3B

Precedence and preenption
used in DSN are known by
which of the follow ng

terms?

1. M_PP

2. PREEMPT

3. PREC

4, OVERRI DE

VWat is the total nunber of
call treatnents on the DSN
syst enf?

1. One

2. Five

3. Six

4 . Four

O the call treatnents,

which one is preenpted only

O the following systens,
which is NOTI secure?

1 CDPS
2. CUDI X
3. DSN

4 STU-111

1-50.

1-51.

1-52.

1-53.

1-54.

As an operator you have
received an immediate

contact report which does
NOT have the proper

aut henti cati on. What shoul d
you do with this report?

1. Try to reverify the
message

2. Place the nmessage in the
hold box for the
supervi sor

3. Relay or
message

4. Disregard the

retransmt the
nessage

Which of the follow ng
nmethods is used to protect a
system against fraudul ent
transm ssions?

Semaphor e

Aut henti cati on
Nancy system
Shi p-to-shore

PwnNE

Who is responsible for
preparing the command guard
list?

Each command

The TYCOM

Each area conmmander
The FLTCI NCs

~AOWDNPF

For what mninmum period is
the MSL retained?

1. 30 days
2. 90 days
3. 6 nonths
4, 12 nonths

VWhat are the two type of
keys used with the STU-I111?

ClK and bl ank

ClK and seed

Seed and ignition
Seed and nmster

PO



1-55.

1-56.

1-57.

1-58.

1-59.

How many different

manuf acturers of the STU-II
are there?

1. One

2. Two

3. Thr ee

4, Four

When wusing the STUI1I

t er m nal , what nodes  of

operation are open to your
use?

1. Fax and burst
transm ssi on

2. Clear voice and clear
dat a

3. Secure voice and secure
dat a

4, Both 2 and 3 above

Were in the CK is the
information contained to
seed the STUIIl termnal?

1. In the mcrochips

2. In the expandable nenory
3. In the ignition points

4. In the netal strip

In what publication will you

find R'T procedures for

reporting eneny contacts?

1. ACP 125

2. ACP 135

3. NIP 3

4. NTP 4

In what publication wll you
find eneny contact report
instructions and procedures?
1. ACP 124

2. ACP 125

3. ATP 3, vOL |

4. ATP 1, vOL |

1-60.

1-61.

1-62.

VWhat
plan do for your

conmuni cati ons
conmmand?

does the

1. Satisfies the
communi cati ons
requirements for an
operation

2. Qutlines the changing
factors from ocean area
to ocean area

3. G ves the exact nunber
of personnel who wll be
required to operate the
vari ous systens during
the event

4. Qutlines the whole
comrmuni cati ons  picture
for each system

What is the nonenclature of

the nonitoring and

evaluating system used by
afl oat forces?

1. AN/ SYS- 80

2. URC/ 143/ T-1

3. AN/ SSQ- 88/ A/ B

4, QC- SYs- 84

At what tinme does RADAY

start worl dwi de?

1 23597

2. 0000z

3. 0001z

4 0002z



ASSI GNVENT 2

Text book Assi gnnent: “Voi ce Communications,” chapter 2, pages 2-1 through
2-23; “Emission Control,” chapter 3, pages 3-1 through
3-3; and “Cryptosecurity,” chapter 4, pages 4-1
t hrough 4-3.

2-1. What is the easiest and npst 2-4. What proword is used to
convenient nethod of replace “addressees
relaying traffic from ship imediately following are
to ship ship to shore, or exenpted from the collective
shore to ship? call?”

1. RI'T 1. EXECUTE

2. SECVOX 2. EXEMPT

3. DSN 3. I NFO

4. SNEAKER- NET 4, | MVEDI ATE EXECUTE

2-2. VWhich of the following is 2-5. What proword is the

NOT a good circuit equi val ent of ZOF?
t echni que?
1. SERVI CE
1. Pause a few seconds 2. SPEAK  SLOWER
after each nornmal phrase 3. TI ME
and interrupt vyour 4, RELAY
carrier
2. Speak slowy 2- 6. In what publication wll you
3. Goup words in a natural find Conmunication
manner I nstructions, Operating
4. Hold the handset button Si gnal s?
in the push-to-talk
position wuntil ready to 1. ACP 131
transmt 2. JANAP 126
3. ACP 135

2-3. What are prowords used for? 4. JANAP 128

1. To expedite nmessage 2-7. What is the real-tinme
handling on <circuits procedure that tells an
where radio-tel ephone operator on a nonsecure
procedures are used voice circuit that he or she

2. To replace “Q and “Z” has made an unauthorized
signal s di scl osure?

3. To replace the phonetic
al phabet 1. RAI NFORM

4. To allow area conmanders 2. WARNI NG ONE
to use brevity codes to 3. BEADW NDOW
expedite all coded 4. SECURI TY

traffic



2-8.

2-9.

2-10.

2-11.

EEFI 03 is transmtted over
a nonsecure voice circuit to
you as an operator. What
type of information have you
reveal ed?

1. Posi tion

2. Oper ati ons

3. Capabilities

4, COMSEC

After being “BEADW NDOWED, ”

what is your only response?

1. RETRANSM TTING AGAIN IN
SECURE FORMAT

2. ROGER, STANDI NG BY

3. RETRANSM TTI NG FOR
CLARITY FOR USER

4. ROGER, QUT

VWere is the EEFI |ist

posted?

1. I nside VOXCOM area

2. In clear sight at all
nonsecure Vvoice
positions

3. On the back of the
nonsecure phone

4. In the standing orders
of the day

On a large ship where wll
you find nost of the voice
circuits that a commanding

of ficer needs?

1. cc

2. Radi o

3. Radio two

4. Captain’'s cabin

2-12.

2-13.

2-14.

2-15.

2-16.

VWhat publication lists the
publications that contain
encrypted and daily changing
call signs?

1. ACP 110

2. ACP 113

3. NIP 5

4. NTP 4

Crcuits that are wused in
port and are neither
tactical nor operational are

categorized as what type?
1. TACTCKT

2. Port operati ons

3. Tug control

4. Adm nistrative

VWho establishes the circuit

requirements from port to

port?

1. SOPA

2. Port Captain

3. Tug Control

4 Senior Pilot

VWhat are the types of nets?

1. Free and control

2. Contr ol and directed

3. Directed and free

4. Control, di rect ed, and
NECOS

What is NECOS s function?

1. Responsible for
oper ati onal procedures,
di scipline, and

security

2. Shares a comon circuit
for security advisenment

3. Collectively nmonitors
all circuits for
security

4. Directs the net in a
civilian uprising or
natural disaster



2-17.

2-18.

2-19.

What
between (a)

(b)

is the difference

a free net
a directed net?

and

1. (a) You can use the net
wi t hout perm ssion
(b) you nust get
perm ssion from NECOS

2. (a) You can use either
secure or nonsecure
circuits
(b) you nust use only
the secure net

3. (a) You can only use
nonsecure circuits
(b) you are free to use
either secure or
nonsecure circuits

4. (a) You can only call up
those ships or commnds
on an adnministrative net
(b) the NECCS will tell
you whom you may call up

W is responsible for

opening or reopening a net?

1. ciC

2. NECOS

3. Comuni cations Area
Master Station

4, The last ship using the
net

When a ship needs to pass

traffic to another ship, how

long in duration should the

test signal be to tune the

recei ver or

AWN R

transmtter?

10 sec
20 sec
25 sec
30 sec

10

2-20.

2-21.

2-22.

2-23.

What is the correct nmethod
of receipting for a RT
message?

1. Pass in the blind the
nunbers being receipting
for

2. Send a formatted class A
type of nessage

3. Use the proword ROGER

4. Get on the secure voice
and pass back the
recei pted nessage

You are the only ship when

you receive a delayed

executive nethod nessage.

VWhat is the correct nmethod

to respond?

1. THIS IS (STATION),
ROGER, QUT

2. THIS IS (STATION). OUT

3. (STATION), ROGER, OUT

4 (STATION), oOuUT

You have received an

“EXECUTE TO FOLLOW conmmand

and several minutes have

el apsed. What will be the
correct EXECUTE conmand to
initiate action?

1. EXECUTE

2. Standby, EXECUTE

3. EXECUTE, EXECUTE

4. EXECUTE TO FOLLOW
EXECUTE

In what publication will you

find a complete list of the

required information to be
found on a R'T |o0g?

1. NW 0 (NwWP 1-01)

2. NTP 5

3. NIP 3

4. NTP 4



2-24.

2-25.

2-26.

VWhen, if

ever, can Yyou

legally erase an entry in a

| 0g?

1.

If an entry contains a
m sspel ling

2. If an entry was not
placed at the correct
time and the operator
must conpletely rewite
the log with the correct
entry placed at the
correct tinme

3. If an entry contains
i ncorrect i nformation

4. Never

VWhat are the two actions an

operator nmust take to

correct a

1.

VWhat

log entry?

Use the X key to

typeover the incorrect
information and use
white out to correct the
erroneous entry
Use the slant key to
type the information to
be deleted and initial
the entry
Erase the entry and
retype it in full
Retype the entry
underneath and then
strike out the
erroneous nmaterial wth
the slash key

does EMCON nean?
Emergency condition
Enmi ssion control
Eneny control
Em ssion condition

11

2-27.

2-29.

What

1.

is EMCON?
The system to facilitate
how energency conditions
are handl ed
An area that is

off-limts for

broadcasting into eneny
controll ed spaces

3. An emission condition
that limts power
out put s

4. The nmnagenment of
el ectromagnetic and
acoustic enissions

Who usually inposes EMCON?

1. EWC

2. CIC officer

3. Radio officer

4. Commanding officer

As an operator, why do you

not want to transnmt any

type of conmunications

during EMCON?

1. You can burn up a
transformer

2. Radi ation patterns will
allow your position to
be distorted

3. You can be detected, and
your position wll be
known

4, H gh levels of RF energy
will be present in the
radi o shack



2-30.

2-31.

2-32.

2-33.

In what publications wll
you find the necessary
detailed requirenents,

pr ocedures, and guidelines

to help you with the

i mpl erentation of
1.

2.
3.

4 .
VWhich of the

shoul d be
concerni ng

EMCON?

NTP 3 and NWP 3 (NWP
1-02)

NTP 3 and NTP 4

NWP 10-1-40 (NWP 3-51.1)
and N\WP 4 (NWP 6-01)
NTP 4 and NWP 10-1-40
(NWP  3-51. 1)

following steps
taken on each ship
EMCON?

1. Provide a check-off of
emtter status

2. Designate individuals
responsible for each
emtter

3. Establish an EMCON
control center wth
overal | responsibility

4. Al of the above

Who is responsible for

planning and establishing a

shi pboard emtter status?

1. The TYCOM

2. Each ship

3. The FLTC NCs

4. The EWCs

VWhich of the following is

NOT an objective of EMCON?

1. Reduce the power output
of the enmitters aboard
ship

2. Support OPSEC

3. Degrade the eneny’'s 2

4. Alow effective friendly
c2

12

2-34.

2-35.

2- 36.

2-37.

When, if ever, should a ship

notify the shore station of

i npending EMCON requirenents

for radiation restrictions?

1. Only if required in
witing by the TYCOM

2. Before the restrictive
peri od

3. Only during “Spook Ops”,
and only if required by
the mssion statenment

4., Never; this could |ead
to the eneny
intercepting the
message

When returning to the air

after EMCON, a ship with a

VFCT termnation is required

to establish what «circuit

first?

1. The nultichannel
br oadcast

2. SAR nonitoring

3. DAMA

4. The orderwire

What is the frequency range

that is prohibited for wuse

during HERO conditions?

1 10-15 MHz

2. 20-25 Mz

3. Bel ow 30 Mz

4 Above 35 Mz

Wy is RF radiation

considered a threat?

1. RF burns

2. Premature firing of
ordnance or explosion

3. H gh radiation pattern
eni ssi ons

4. An overcrowded frequency
band



2-38.

2-39.

2-40.

2-41.

VWhat is the mmin cause of 2-42.
EEDs exploding during HERO?
1. Heat
2. Col d
3. Reversal in polarity
4. Dr oppi ng
What is the purpose of
transnitters and their
ant ennas?
2-43.
1. To relay voice
intelligence
transm ssi ons
2. To direct high
patterns
3. To utilize |ow
patterns
4. To radiate
el ectromagnetic energy
When are ordnance nost
susceptible to RF energy
fields? 2-44.
1. One hour prior to firing
2. \Wien they are being
ar med
3. During | oading,
unl oading and handling
4. During dry firing
What are the alternate
nmethods to comunicate
during HERO or EMCON
conditions and Ilinitations? 2-45.
1. Non- el ectrical and
subsoni c
2. El ectrical and

non-el ectri cal
3. Electrical and ferrous
4, Non-el ectrical and
distributed

13

VWhat is the total nunber of
alternate el ectrical

communi cati ons net hods
devel oped for use during
EMCON and HERO conditions?

1. One
2. Two
3. Thr ee
4, Four

During AUTOCAT, what
provides the neans for
relaying the transm ssions?

1. A ship

2. An airplane, and the
Nancy system

3. A ship, an operator, and
an LF transmtter

4, A ship, a COD flight
and two copies of each
nmessage

Wat is the main difference

in the three types of

alternate electrical net hods

of conmuni cati ons?

1. Physi cal neans of
transportation
2. Circuit configurations

3. El ectrical neans of
radi ati on
4, Equi pmrent restraints
VWhat are the two types of
non-el ectri cal relay systens

now i n use?

M DDLEVMAN and BEAN BAG
AUTOCAT and SATCAT
SATCAT AND PI GEON POST
PIGEON POST and BEAN BAG

PwNE



2-46.

2-47.

2-48.

2-49.

2-50.

VWhat non-el ectri cal rel ay
nmethod uses aircraft?

1. CARRI ER Pl GEON

2. COD FLIGHT

3. Pl GEON POST

4. SVALL BOY

VWhat  non-el ectri cal rel ay
nmethod utilizes helicopters?
1. BEAN BAG

2. TIGHT DOOR

3. OPEN HATCH

4. LOST RANGER

VWhat is the type of material
that is used to protect U S.
Government  transm ssions,
conmuni cat i ons, and
processing of sensitive

uncl assi fi ed i nformati on?

1. TOP SECRET

2. SECRET

3. COMSEC

4, Cl assified

In what publication wll you
find detailed information on
COVBEC nmmaterial handling?

1. Ccvs 1

2. CMs 5

3. CVMs 3

4, CMS 6

What instruction covers the
handling of classified

mat eri al ?

1. OPNAVI NST C5510

2. SECNAVI NST 2515

3. SECNAVI NST 5238.1

4, OPNAVI NST 5510.1
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2-51.

2-52.

2-53.

2-54.

2-55.

Whi ch  of
met hods is
techni que of

the follow ng
NOT an authorized
destruction?

1. Pulverizing
2. Chipping
3. Shredding
4. Pul ping
If only a single person
destroys Secret naterial
what records, if any, are
requi red?
1. Disclosure
2. Destruction
3. Eradication
4. None
VWhat type of record, if any,
is required when destroying
Confi denti al materi al ?
1. Eradication
2. Destruction
3. Disclosure
4. None
VWho ensures that the
material that is being
destroyed has been
completely destroyed and
only residue is left?
1. The senior person

pr esent
2. The CM5 custodian
3. The communications

of ficer
4. The executive officer
VWhat is the required
paygrade level for receipt
of SPECAT, Top Secret or
above material?
1. E-1 through E-9
2. E-5 and above
3. E-6 and above
4. E-7 and above



2-56.

2-57.

2-58.

2-59.

How do you account for who 2-60.
has physical control of
SPECAT, Top Secret, or above
mat eri al ?
1. By signature
2. By identification card
3. Letter of appointnent
4. Al of the above
VWat type of form is
required for you to handle
and use COVSEC material?
1. Local User form
2. CMS5 Responsibility
Acknowl edgenent form 2-61.
3. Local Holder form
4. COVSEC Material |Issue
form
Wiere will you find the
original form that allows
you to handle and use COVSEC
mat eri al ?
1. CVMs 5, Annex |
2. Cwvs 3B, Annex A 2-62.
3. NAG 16, Annex FF
4, CVMs 1, Annex K

Wiere is the form kept that
allows you as a user to
handle and receipt for
COVBEC nmterial?

1. Wth DCMS

2. Wth the Local User
cust odi an

3. Wth the Local Holder
cust odi an

4, Wth the CMS custodian
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Each communication watch
station, section, or crew
has an inventory of all the
COVSEC material that the
wat ch hol ds. The materi al

is listed by accounting

nunbers, edition, short

title, and what other iten?

1. Nunmber of unopened key
cards

2. Prior destroyed editions

3. Quantity

4. Nunmber of superseded
cani sters

In what publication and

article wll you find how
COVBEC material nust be
marked for effective and

superseded dates?

1. Ovs 1, Art. 760
2. Cwvs 1, Art. 100
3. CvB 5, Art. 122
4. CM5 6, Art. 002

VWhich of the follow ng
chapters of CM5 1 details
the personnel, nethods, and
time periods for destroying
COVBEC material ?

One

Five
Seven
Ei ght

PwnNE



2-63.

When you as the LH custodian

are

required to return

unused material to the CM
custodi an, you should use

what

A WN P

f or nf?

SF-100

SF- 210

SF- 153

Unutilized Materia
Delivery

16
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STUDENT COMMENT SHEET

THIS FORM MAY BE USED TO SUGGEST IMPROVEMENTS, REPORT COURSE ERRORS, OR
TO REQUEST HELP IF YOU HAVE DIFFICULTY COMPLETING THE COURSE.

Date
FROM:
RATE/RANK/GRADE, NAME (FIRST, M.I., LAST)
DSN:
Commercial:
STREET ADDRESS, APT # FAX:
INTERNET:

=
o

Subj: RADIOMAN TRAINING SERIES, MODULE 5 - COMMUNICATIONS CENTER
OPERATIONS. NAVEDTRA 12849

NJL AJANL A R INJLI NIy LNLAY 2sis 2 ANix L &L0FT

1. The following comments are hereby submitted:

PRIVACY ACT STATEMENT
UNDER AUTHORITY OF TITLE 5, USC 301, INFORMATION REGARDING YOUR MILITARY STATUS IS
REQUESTED TO ASSIST IN PROCESSING YOUR COMMENTS AND IN PREPARING A REPLY. THIS INFORMATION
WILL NOT BE DIVULGED WITHOUT WRITTEN AUTHORIZATION TO ANYONE OTHER THAN THOSE WITHIN DOD
FOR OFFICIAL USE IN DETERMINING PERFORMANCE.

NETPMSA 1550/41 (Rev. 1-96) 17



DEPARTMENT OF THE NAVY

COMMANDING OFFICER
NETPDTC CODE N311
6490 SAUFLEY FIELD RD
PENSACOLA FL 32509-5237

OFFICIAL BUSINESS

COMMANDING OFFICER
NETPDTC CODE N311
6490 SAUFLEY FIELD RD
PENSACOLA FL 32509-5237
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